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Release Version 2.005
1 Updated code samples.

Release Version 2.004
9 Added a note about case-sensitivity.
1 Added section about recurring billing.

Release Versiod.003
1 Clarified value pair response.

Release Version 2.002
9 Added code samples.
9 Added field lengths and types for request and response variables.
1 Added CVV2 error simulation codes for general errors, CVV2 responses and AVS responses.
9 Added noticeMessage to give more information on invalid optional request variables.

Release Version 2.001
9 Initial release for Helcim Gateway Version 2.
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When using the Helcim Gateway it is your responsibility to ensure that cardholder data is secure and that the
Payment Card Industry (PCI) Data Security Standard (DSS) guidelines are followed. It is recommended that you
carefully read through all DSS requirements before developing for the Helcim Gateway. Special attention should
be paid to what cardholder information you are allowed and not allowed to store, as well as, any storage
requirements, such as encryption. Failure to abide by the PCI-DSS could result in the loss of access to the Helcim
Gateway.

For additional information, please refer to:

PCI Security Standards Council
https://www.pcisecuritystandards.org/

Visa (USA) Cardholder Information Security Program
http://usa.visa.com/merchants/risk_management/cisp.html

Visa (Canada) Account Information Security
http://www.visa.ca/en/merchant/fraudprevention/ais/

MasterCard (International) Site Data Protection Program
http://www.mastercard.com/us/sdp/
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The Helcim Gateway gives merchants a more integrated payment processing solution. It allows merchants to
make a direct connection with our processing gateway to create a truly customized payment solution. The Helcim
Gateway is for merchants who have, or will hire someone, with the knowledge of the development and security
requirements involved with programming for a processing gateway.

Purpos of This Document

The purpose of this documentistooutlinethe F dzy Ol A2y ft AGeé 2F GKS LINRPOSaaAy3

Requirements

In order to use the Helcim Gateway you will require the following:
1. Knowledge of the Payment Card Industry Data Security Standard and how it will apply to your situation.
2. Avalid SSL certificate.
3. Aserver with a scripting language capable of sending and receiving an HTTP connection and POST/GET
variables.
4. Knowledge of HTML.
5. Knowledge of a server-side scriptingf I y3dzt 3S o6t 1t ! {tX W{tX SG0OX0

Development Process

The recommended steps to follow when developing for the Helcim Gateway are:
1. Create your token in the Gateway Administration Tool.
Use the HTML form samples included in this document to layout your solution.
Integrate your solution into a server-side scripting language.
Use the development environment to test your solution.
When everything is functioning as expected, change your solution over to the production environment.

akrown

Production Environment

The URL to connect to the Helcim Gateway is:
https://gateway.helcim.com/

Development Environment Active Merchants

You can switch between development Y R LINR RdzOGA2Y SY@ANRYYSylrgwithe &Sy R)
@2dzNJ NI yal OliAzy NERtddzStéansabtion thratigh theld8veldhfient@nvikonménk. I the

GiSadé OFINARFIO6ES A& y2i AyOfdzRRSR Ay (GKS NBljdzSaids 2N
through the production environment.

Development Environment Developer Merchants

Development-specific accounts must use a separate gateway test environment located at:
https://gatewaytest.helcim.com/
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*** NOTICEAIl fields are cassensitive.

Required

merchantld numeric Your merchant id; must not include any spaces or special characters.

token alpha Your Gateway token (generated within the Gateway Administration Tool).

type alpha Type of transaction to be processed. Must be either: purchase, refund or void.

amount 10,2/decimal Amount to process. Must include two decimal places, and must NOT include $.

cardNumber 16/numeric Credit card number; must not include any spaces or special characters.

expiryDate 4/numeric Credit card expiry date in the form of MMYY. With leading zeroes if the month
or year is only one digit.

cvvindicator 1/numeric CVV2 presence indicator. Must be either 1, 2 or 3 (1 = present, 2 = not visible, 3
= not present)

cwW 4/numeric CVV2 value.

cardholderName 100/alpha Name on card.

cardholderAddress 255/alpha Address of cardholder for address verification.

cardholderPostalCode 50/alpha Postal code/zip code of cardholder for address verification.

transactionld 10/numeric The transaction id of the transaction to void (this field is only required for a
void).

test 1/numeric Sets whether this is a test transaction or not. Any value other than 1 will

assume this is a real transaction.

Form Sample
Below is an HTML form sample with all the required fields for processing a transaction:

<formaction= ohttps:// gateway. helcim.com/ 0 method=0POSTO®

<input type=  oOhidden 0 name=0 mer chant |l do value=0<your _merchant _id>0>
<input type=0ohiddendo name=0tokeno value=0<your _gateway_token>0>
<input type=0hiddendo name=0testo value=010>

<input type=0hiddend name=0typed value=0purchaseo>

<input type=0ohiddendo name=o0oamounto value=010.000>

<input type=0hiddend name=0cardhol der Namedo value=0John Doeo>
<input type=0hiddeno name=0c ar2ddNunberd® 42al2we=042 4

<input type=0hi deawinybDatetn dme=ad uelSdH 3

<input thidlendoname=0cvvindicatoro value=010>

<input type=0hiddend name=0cvvo value=01230>

<input type=0hiddend name=o6cardhol del" MAdvderoesss o value =06111]25
<input type=orhane=mncar dhol der Postal Codedo value=0T2S3G40>
<input type=0submito name=0o0submito value=0Submito>

</form>
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Optional

Billing Information

billingName 100/alpha [ dzaGi2 YSNR&a o6AftAy3a yIYSo

billingAddress 255/alpha I dzad2YSNRa oAftAy3I | RRNBaao

billingCity 255/alpha [ dzaGi2 YSNR&a o6AftAy3a OAleod

billingProvince 255/alpha / dzZAG2YSNRE o0AffAy3d LINPQOAYOS 2NJ adl
billingPostalCode 50/alpha [ dzZAi2YSNDRa oAtfAy3d LRadGlrt O2RS 2N
billingCountry 255/alpha [ dzaGi2YSNR&a oAftfAy3a O2dzy i NBE ®
billingPhoneNumber 255/alpha [ dzaGi2 YSNR&a o6AftfAy3d LIK2yS ydzyo SN®
billingEmailAddress 255/alpha [ dZaG2YSNDRaE oAftftAy3d SYFAf I RRNBaao

Shipping Information

shippingName 100/alpha / dz& (i 2 sigpMdname.
shippingAddress 255/alpha | dz& (i 2 sippMdaddress.

shippingCity 255/alpha /| dz& ( 2 MifpNdriy.
shippingProvince 255/alpha / dza (i 2 siiSoMdpeovince or state.
shippingPostalCode 50/alpha /| dza G 2 shigpNdDbéstal code or zip code.
shippingCountry 255/alpha /| dz& ( 2 MigpNdrauntry.
shippingPhoneNumber 255/alpha /| dz& (i 2 stigpMdpBone number.
shippingEmailAddress 255/alpha / dza (i 2 stiiSoNdemail address.

Order Information

*** NOTICE:For all item variablesrepl&c a1 ¢ GAGK | dzyAljdzS A0GSY ydzYoSNI 4w

orderld 50/alpha Unique transaction identifier, transaction will fail if a duplicate order id is
found. The order id will be automatically generated by the Gateway if this field
is blank.

customerld 50/alpha Customer identifier.

comments alpha Any extra information from the cardholder or merchant.

itemld# 50/alpha Item SKU.

itemDescription# 255/alpha Item description.

itemQuantity# 4,2/decimal Item quantity, must be at least one for item to be added.

itemPrice# 10,2/decimal Item price per each.

itemTotal# 10,2/decimal Item price X quantity.

shippingAmount 10,2/decimal Total shipping amount.

taxAmount 10,2/decimal Total tax amount.
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Form Sample

V2.

005

Below is an HTML form sample with all the required fields for processing a transaction as well as optional fields:

<form acti on=0https:

<! --  Required Fields
<input type-=
<input type-=
<input type-=
<input type=0h
<inputtype= o0 hi dd
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<! -- Billing Information
<input type=
<input type-=
<input type=
<input type-=
<input type=
<input type-=
<input type=
<input type=0hi
<! -- Shipping Information
<input type=
<input type=
<input type-=
<input type=
<input type-=
<input type-=
<hput type=0
<input type-=
<! --  Order Information

<input type

<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<hput type=0
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
<input type-=
</form>

1
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/ /' gateway. helcim.com/ d method=0POSTO>
ddeno name=o0omerchantl do v ue=0<your _merch
ddendo name=0tokeno value: your gateway_to
ddeno name=0testo value=0
eno0 name=0typeo valuezopurchaseo>
name=0amountO® owal ue=018
ddeno name=o0cardhol der Nameo value=0John Do
ddend name=0cardNumber o value=042424242424
d &einyoDacd mead ueld5dHD 3
ddend name=o0cvvindicatoro alue=010>
ddeno name=0cvvo value=01 o>
ddendo name=od6cardhol del"Adde sso value =0111
ddendo name=0cardhol der Pos | Coded value=0T
- >
ddeno name=0billingNameodo value=0Billing Na
ddendo name=0billingAddresso value=0Billing
ddeno name=0billingCityo value=0Billing Ci
ddend noavrienscoebd IvMalngePx0oBi | ng Provinceo>
ddeno name=0billingPostal Coded value=0Bil |l
ddendo name=0billingCountryo value=0Billing
ddeno name=0billingPhoneNumbero value=0Bil
nNo name=0bil |l i ngEmeanpld@ekampls.com o0wal ue=20
- >
dendo name=0shi ppingNameo alue=0Shipping
dend name=0shippingAddre 0 value=0Shippi
edensohi ppingCitydo value=0Shipping Cityo>
dend name=0shippingProvinced value=0Shipp
dendo name=0shi ppingPostal Coded value=0Shi
dendo name=0shippingCountryo value=0Shioppi
end0 name=0shippingPhoneNumbero value=0Shi
dendo name=0shi ppi nexdhple@ekampledconre 6§ 50 val ue=0

Ohiddend name=0customer|l do value=0customer 10>
cgeonademl dlo value=0SKU10>
dend name=0itemDescriptionlo value=0Produ
dend name=0itemQuantitylo value=020>
dendo name=0itemPricelo value=05.000>
dend name=0itemTotal 10 value=010.000>
dend name=0iteml d20 value=0SKU20>
ddeno name=0itemDescription2d value=0Produ
ddend name=0itemQuantity20 value=010>
ddeno name=0itemPrice20 value=05.000>
ddend named duiet=ednBT. d0t0adI>2 O
ddend name=0commentso value=00rder comment
ddeno name=0shippingAmounto value=01.000>
ddend name=0taxAmounto value=02.000>
bmi t o name=0submito value=0Submito>
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ResponseVariables

Each response variable is returned as a value pair (i.e.: response=1). Each value pair is separated by a carriage-
return and line feed. If the responseMessage or noticeMessage variables contain more than one error, each error
is further separated by a line feed.

orderld 50/alpha Order id. If set in request, response will be the same.

response 1/numeric 1 =approved, 0 = declined

responseMessage alpha Response description.

noticeMessage alpha This will be returned if there was a problem with an optional request variable.

For example if the billingName is over 100 characters, it will be truncated and a
message will be displayed here.

date yyyy-mm-dd Date transaction was processed in the format of: yyyy-mm-dd.

time i Time transaction was processed in the format of: ##:##:##.

type alpha Transaction type.

cardholderName 100/alpha Name of card holder.

amount 10,2/decimal Transaction amount.

cardNumber 12/alpha First four and last four digits of the card number in the format of:
HHHP

transactionld 10/numeric Transaction identifier.

expiryDate 4/numeric Card expiry date if the format of: MMYY.

cardType alpha Type of card used in transaction (i.e. Visa, MasterCard)

avsResponse 1/alpha Address verification response.

cvvResponse 1/alpha CVV2 verification response.

AVS Response Codes

Address (street) matches, ZIP does not.

Street address match, postal code in wrong format. (International issuer)
Street address and postal code in wrong formats.

Street address and postal code match. (International issuer)

AVS Error.

Address does compare and 5 digit ZIP does compare. (UK only)

Card issued by a non-US issuer that does not participate in the AVS system.
Address information not verified by international issuer.

Street address and postal code match. (International issuer)

No match on address (street) or ZIP.

Postal codes match, street address not verified due to incompatible formats.
Retry, system unavailable or timed out.

Service not supported by issuer.

Address information is unavailable. (Domestic issuer)

9 digit ZIP matches, address (street) does not.

Exact AVS match.

Address (street) and 5 digit ZIP match.

5 digit ZIP matches, address (street) does not.

N<XsCwrxoTtzZzZ~"60TMmMOoOO® >
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CvV2 Response Codes

CVV2 match.

CVV2 no match.

Not processed.

Issuer indicates that CVV2 data should be present on the card, but the merchant has indicated that the CVV2 data is not
present on the card.

U Issuer has not certified for CVV2 or issuer has not provided Visa with the CVV2 encryption keys.

nwovZ22

Error Testing Codes

If you would like to simulate an error while testing (test=1) use the CVV2 codes below:

200 Transaction amount error - please try again, or contact the merchant
201 Transaction amount over merchant limit - please contact the merchant
202 DECLINED - CVV2 mismatch, please verify value entered

203 DECLINED - credit card failed negative check, please try again with a different card
204 DECLINED - credit card declined

205 DECLINED - system busy, please try again

206 DECLINED - expired credit card

207 DECLINED - invalid credit card

208 Invalid data submitted for VOID

209 DECLINED - system busy, please try again

210 Please retry transaction

211 Invalid transaction id for void

212 Invalid request

213 Transaction error - please try again or contact the merchant for help

AVS Response Test Codes

If you would like to simulate a particular AVS response while testing (test=1) use the CVV2 codes below (default is
X):

001
002
003
004
005
006
007
008
009
010
011
012
013
014
015
016
017
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CVV2 Response Test Codes

If you would like to simulate a particular CVV2 response while testing (test=1) use the CVV2 codes below (default
is M):

100 N
101 P
102 S
103 U
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Recurring Transactions

Recurring transactions are used when customers need to be billed repeatedly on a weekly or monthly basis.

Creating a recurring transaction works very similar to regular purchases, with the addition of four recurring
variablesusedtodS G SNX¥Y Ay S (GKS o6AfftAy3ad aOKSRdzZ S® ¢KS GNIyal OG7
order for the gateway to identify the transaction properly.

It is important to take note that the transactions themselves, whether the initial amount or the scheduled billings,
can still be voided in the same way as regular purchases.

Initial Amount (optional)
C2NJ NBOdZNNAY3I GNI¥yal OliAazya (KS dnbteddoptgnal 4f noZdmoNdtis 6 £ S A &

sent, the customer will only be charged on the start date of the billing schedule. If an amount is provided, the
customer will be billed that amount immediately.

Start Date

If the start date is after the 28" of any given month the billing cycle will fall on the last day of each month. For
example, if the start date were April 30™ the next billing date would fall on May 31%, then June 30™ and so on.

Billing Schedules Examples

Example #1

recurringPer  iod
recurringStartDate
recurringAmount
recurringTimes

[ | I ||
ot O S 3t

The customer would be billed $25.00 every month, starting May 31st, for a total number of 36 billings.

Example #2

recurringPeriod = A2 mont hso
recurringStartDate = i20008-150
recurringAmount = A7.950
recurringTimes = i 60

amount = n29. 000

The customer would be billed $7.95 every 2 months, starting June 15th, for a total nurélbéiings, and would also be
charged $29.00 immediately.
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@
Request VariablegRecurring)

*** NOTICEAIl fields are cassensitive.

Required

merchantld numeric Your merchant id; must not include any spaces or special characters.

t oken alpha Your Gateway token (generated within the Gateway Administration Tool).

type alpha Type of transaction to be processed. Must be: recurring.

cardNumber 16/numeric Credit card number; must not include any spaces or special characters.

expiryDate 4/numeric Credit card expiry date in the form of MMYY. With leading zeroes if the month
or year is only one digit.

cvvindicator 1/numeric CVV2 presence indicator. Must be either 1, 2 or 3 (1 = present, 2 = not visible, 3
= not present)

cw 4/numeric CVV2 value.

cardholderName 100/alpha Name on card.

cardholderAddress 255/alpha Address of cardholder for address verification.

cardholderPostalCode 50/alpha Postal code/zip code of cardholder for address verification.

t est 1/numeric Sets whether this is a test transaction or not. Any value other than 1 will
assume this is a real transaction.

recurringPeriod 50/alpha Recurring period; set weekly or monthly:
1 week(s), 2 week(s), 1 month(s), 2 month(2), 6 month(s), 24 month(s)
Also allows the following aliases:
weekly, biweekly, monthly, bimonthly

recurringStartDate yyyymmdd The data to start recurring billing (cannot be today).

recurringAmount 10,2/decimal Amount of each recurring transaction.

recurring  Times 3/numeric Number of times to bill.

Order Information(optional)

amount 10,2/decimal If set, this is the amount the customer will be billed immediately.

orderld 50/alpha Unique transaction identifier, transaction will fail if a duplicate order id is
found. The order id will be automatically generated by the Gateway if this field
is blank.

customerld 50/alpha Customer identifier.

Billing Information(optional)

billingName 100/alpha / dzaG2YSNRa o6AftAy3d ylYSo

billingAddress 255/alpha I dzad2YSNRa oAftAy3I | RRNBaao

billingCity 255/alpha [ dzat2YSNRa oAftftAy3a OAGeod

billingProvince 255/alpha [ dzA 02 YSND&a ostaté Ay3d LINRPGAYOS 2NJ
billingPostalCode 50/alpha [ dzZA 2 YSNDRa oAftfAy3a LRadrt O2RS 2N
billingCountry 255/alpha [ dzaGi2 YSNRa oAfftAy3a O2dzy i NE O
billingPhoneNumber 255/alpha [ dzZA 2 YSNR&a o60AffAy3d LIK2yS ydzyo SN
billingEmailAddress 255/alpha /[ dza 2 YSND&addrdst t Ay3a SYI At
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Form SampléRecurring)
Below is an HTML form sample with all the required fields for processing a transaction as well as optional fields:

<form action=0https://gateway. helcim.com/ 0 method=0POSTO>
<! --  Required Fields - >

<inpuu type=o0ohiddeno name=omerchantl do value=0<your_merchant|_ i d>0:
<input type=0hiddeno name=0tokeno value=0<your _gateway_token>0>
<input type=ohiddeno name=0testo value=010>

<input type=ohiddeno name=0typeo value=o0opurchaseo>

<input type=omhane=mhwar dhol der Nameod value=0John Doeo>

<input type=o0ohiddeno name=0cardNumbero value=042424242424R242420¢
<input type=0hiddeinyDaten amead exlBdD 3

<input type=ohiddeno name=0cvvindicatoro value=010>

<input type=0hiddeno name=0cvvo value=01230>

<input type=ohiddend name=o6cardhol der"AMde@sso value =0111]25
<input type=0hiddeno name=0cardhol der Postal Codedo value=0TRS3G40¢
<input type=0hi ddeeuriagPeriadne %0 v al ulensnth 0 >

<input type=0hi ddeeuriagStarDaie =00 v al Ww2eoe0i3l o >

<input type=0hi ddeeuriigAmaunme 0 v al ul8.Go® >

<input type=0hi ddeeuriagTimesmed= ov al wé&E>

<! -- Order Information (optional) - >

<input type=0hiddend name=0amounto value=018.000>

<input type=0hi dadrdar d dma meaiaveiced 0 >

<input type=0hiddend namekoesdtomeomdolv>

<! -- Billing Information (optional) - >

<input type=0hiddeno name=0billingNamed value=0Billing Nameo>
<input type=0hiddend name=0billingAddresso value=0Billing| Addr e
<input typkemthindame=0billingCityo value=0Billing Cityo>

<input type=0hiddend name=0billingProvinced value=0Billing Prov
<input type=0ohiddendo name=0billingPostal Codeo value=0Billljng PC
<input type=0hiddeno name=0billingCountryo value=0Billing| Count
<input type=0hiddend name=0billingPhoneNumbero value=0Billinlg Fhort
<input type=0ohiddeno name=0bil |l i ngxEmpe@déxdadnmpldcomsos>0 val ue=0

<input type=0submitodo name=0submitodé value=0Submitodo>

</form>
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‘ ‘ ML TP T 00T R
PHP5 Salnple COdéNOI |-Recurring)

Below is a PHP 5 code sample. Please note that it is for demonstration purposes only and will not work correctly
until a valid merchant id and gateway token are acquired.

<?php

/I Gateway URL
$Url = 'https://gateway.helcim.com/’;

/I Required Request Variables

$Merchantld ='0999111111";

$Token ='1a2b3c4d5e6f7g8hoi';
$Type = 'purchase’;

$Amount ='10.00"

$CardNumber  ='4242424242424242";
$ExpiryDate ='0912"

$Cvvindicator =1y

$Cwv =' 645"
$CardholderName = 'John Doe’;
$CardholderAddress = '#503 - 111 25th Ave SW';
$CardholderPostalCode = 'T2S3G4';
$Test ='1";

/I Create POST string

$PostFields = "merchantld={$Merchantld}&token={$Token}&type={$Type}".
"&amount={$Amount}&cardNumber={$CardNumber}".
"&expiryDate={$ExpiryDate}&cvvindicator={$Cvvl ndicator}".
"&cvv={$Cvv}&cardholderName={$CardholderName}".
"&cardholderAddress={$CardholderAddress}".
"&cardholderPostalCode={$CardholderPostalCode}&test={$Test}";

/I CURL Options Array

$CurlOptions = array( CURLOPT_RETURNTRANSFER => 1,
CURLOPT_AUTOREFERER => TRUE,
CURLOPT_FRESH_CONNECT => TRUE,
CURLOPT_HEADER => FALSE,
CURLOPT_POST => TRUE,
CURLOPT_POSTFIELDS => $PostFields,
CURLOPT_TIMEOUT => 30 );

/ New CURL resource

$Curl = curl_init($Url);

/I Set  CURL options array
curl_setopt_array($Curl, $CurlOptions);
/I Get URL response

$Response = curl_exec($Curl);

/I Close CURL resource
curl_close($Curl);

/I Parse response into an array
$Response = eregi_replace(" \ XxOD\ x0A", "&", $Response);
parse_str($Respon  se, $ResponseArray);

/I Check gateway response
if (BResponseArray[response'] == 1){
/I Transaction completed successfully
} else {
/I Transaction declined
}

?>
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‘ ‘ ML TP T 00T R

The process for sending a payment request to the gateway using PHP 4 is very similar to PHP 5. However you will
need to change the method of setting the CURL options. There are two ways of doing this:

Solution #1:Use this code provided by php.net to simulate the curl_setopt_array function

<?php
if  (!function _exists(‘curl_setopt_array")) {
function curl_setopt_array(&$Curl, $CurlOptions)
foreach ( $CurlOptions as $Option => $Value) {
if  (‘curl_setopt($Curl, $Option,  $Value))  {
return  false;
}
}
return  true;
}
}
7>

Solution #2:Set each CURL options individually with

<?php

curl_setopt($Curl, CURLOPT_RETURNTRANSFER);
curl_setopt($Curl, CURLOPT_AUTOREFERERIRUE);
curl_setopt($Curl, CURLOPT_FRESH_CONNECTRUE);
curl_setopt($Curl, CURLOPT_HEADERFALSE);
curl_setopt($Curl, CURLOPT_POST, TRUE);
curl_setopt($Curl, CURLOPT_POSTFIELDS, $PostFields);
curl_setopt($Curl, CURLOPT_TIMEOUT, 30);

?>
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NET Sample Coddlon-Recurring)

Below is an ASP.NET code sample. Please note that it is for demonstration purposes only and will not work
correctly until a valid merchant id and gateway token are acquired.

<%@ Page Language="C#" %>

<%@ Import Namespace="System.Net" %>
<%@ Import Namespace="System.|O" %>
<%@ Import Namespace="System.Text" %>

<IDOCTYPE html PUBLIC " - //W3C//DTD XHTML 1.0 Transitional//EN"

"http:/iwvww.w3.0rg/TR/xhtmI1/DTD/xhtml1 - transitional.dtd">
<script runat="server">
protected void Page_Load(object sender, E ventArgs e)
{

/I Gateway URL
string Url = "https://gateway.helcim.com/";

/I Required Request Variables
string Merchantld ="9999111111";

string Token = "1a2b3c4d5e6f7g8h9i";
string Type = "purchase";
string Amount ="10.00";

string CardNumber ="4242424242424242";
string ExpiryDate ="0912";
string Cvvindicator = "1";

string Cvv ="432";
string CardholderName = "John Doe";
string CardholderAddress = "#503 - 111 25th Ave SW";

string CardholderPostalCode = "T2S3G4";
string Test = "1";

string PostData = "merchantld=" + Merchantld + "&token=" + Token + "&type=" + Type +
"&amount="+ Amount + "&cardNumber=" + CardNumber +
"&expiryDate=" + ExpiryDate + "&cvvindicator=" + Cvvindicator +
"&cvv="+ Cwv + "& cardholderName=" + CardholderName +
"&cardholderAddress=" + CardholderAddress +
"&cardholderPostalCode=" + CardholderPostalCode + "&test=" + Test;

/I Create a new web request

HttpWebRequest Gate  wayRequest = (HttpWebRequest)WebRequest.Create(Url);

/I Set HTTP header information
GatewayRequest.Method = "POST";
GatewayRequest.ContentType = "application/x - www form - urlencoded";

byte[] byteArray = Encoding.UTF8.GetBytes(Post Data);
GatewayRequest.ContentLength = byteArray.Length;

/I Send request

Stream SendStream = GatewayRequest.GetRequestStream();
SendStream.Write(byteArray, 0, byteArray.Length);
SendStream.Close();

/I Get response

HttpWebResponse GatewayResponse = (HttpWebResponse)GatewayRequest.GetResponse();
Stream ReceiveStream = GatewayResponse.GetResponseStream();

StreamReader ReadStream = new StreamReader(ReceiveStream, Encoding.UTF8);

string Re  sponse = ReadStream.ReadToEnd();

continued...

Page 17 of 18



Helcim Gateway ¢ Developers Kit v 2.005

/I Close resources

GatewayResponse.Close();

ReadStream.Close();

/I Parse response (HttpUtility requires .NET Framework 2.0)
NameValueCollection Nvc = HttpUtility.ParseQueryString(Response.Replace("
ResponselLiteral. Text = Nvc['responseMessage"];

}

</script>

<html xmIns="http://www.w3.0rg/1999/xhtm|" >
<head runat="server">
<tittle> Helcim Gateway Test</title>
</head>
<body>
<form id="form1" runat="server">
<div>
<asp:Literal id="ResponseLiteral"
runat="server" />
</div>
</form>
</body>
</html>

\r\n", "&");
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